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Problem Statement:
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System Management Mode (SMM) is the most
privileged mode of execution on x86(64)
architecture. SMM code can bypass and
subvert hypervisor based security solutions.
In an effort to prevent SMM exploitation, Intel | e,
introduced the STM (SMI Transfer Monitor) - —

an SMM hypervisor.
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Execution Modes for Virtualized x86
(Jiewen Yao, Vincent J. Zimmer, “"A Tour Beyond BIOS Launching a
STM to Monitor SMM in EFI Developer Kit I1”, August 2015)

Though the first STM implementation

was introduced in August 2015, little
documentation exists and the security
implications are not yet well understood. We
seek to investigate using STM technology to
debug and analyze low-level security solutions.

Results:

m Implemented VMM handlers for RDTSCP
and RDTSC instruction support, giving the
hypervisor control over timing information
presented to guest VMs

m Integrated an open-source disassembler
(diStorm3) that runs in the STM
environment and supports abstract
representations of instructions/operands

m Extended introspection STM functionally with
a hew command to disassemble user-
specified regions of memory and output the
results over high speed serial

m Will investigate options for systematically
tracking of control flow and code coverage
from the STM

(5TM-8)00000001 (01) ee OuUT DX, AL
(STM-8)00000002 (02) 2ecf IRET
(STM-8)00000004 (03) Bf53e3 RCPPS XMM4, XMM3
(STM-8)B0000007 (03) 11406d ADC [RAX+0x6d], EAX
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(S5TM-8)0000000a (01) c4 DB Oxc4
(SsTM-8)0000000b (01) 8e DB Ox8e
(STM-0)0000000C (B1) fa CLI

(STM-0)p0060060d (B2) 7399 JAE exffffffffffffffas

- = (STM-8)0000800F (82) 0132 ADD [RDX], ESI

Objectives and Approach: (sTn-0rcaaoned (o1 0 o
(STM-8)000000812 (82) 7dff JGE @x13
(STM-8)00006814 (88) 264bF71d86T02746 NEG QWORD [RIP+8x4027f086]
(STM-8)0008001C (87) 8b9421f2c6acOT MOV EDX, [RCX+@x7acc6f2]
(STM-8)00006623 (1) ee OUT DX, AL

- / - (STM-8)00066624 (81) 9b WAIT

B Bu | Id u pon Intel S ba Sse hype FVvISOr (STM-0)00000025 (86) 43a9195efedb TEST EAX, Ox4bfeSe19

(STM-8)00080862b (81) 7 DB Bxc7

(SsTM-0)0000002c (05) 3dd7fad31d
(STM-0)00000031 (07) Ofeabf6d6bd28d
(STM-0)00000038 (02) dale
(STM-0)0000003a (02) 0927
(STM-0)0000003c (02) 1ca7?

CMP EAX, ©0x1dd3fad7

PMINSW MM7, [RDI-0x722d9493]
FIDIVR DWORD [RSI]

OR [RDI], ESP

SBB AL, ©xa7

m Develop and test on open-source hardware

_ (STM-0)0000003e (01) ea DB Oxea
M B d T b t (STM-0)0008003f (82) ebd3 IMP Ox44
| n n OW Oa I u I O (STM-0)800000841 (85) bc65e6aac? MOV ESP, Bxc72ae665
(STM-0)00000046 (82) b15b6)000EAE48 (81) C5 DB 6xc5
(STM-0)88000849 (85) bfgse75bc7 MOV EDI, 8xc75be786

(STM-8)0000004e (01) c9 LEAVE

. N I (STM-0)0000004f (01) 5b POP RBX
m Characterize STM capability (sTa-oro0000050 (022 sats TesT i, on

m Invent novel and reliable ways to tra nsfer High Speed Serial Disassembly Output from the STM

control to the STM at chosen points in time Impact and Benefits:

m Implement introspection and debugging

functionality within the STM m Gain and document knowledge of new Intel

security mechanisms and their

s Implement a remote command interface for implementation in modern operating
the STM over high speed serial systems
m Use the introspection STM to evaluate OS m Create a security research platform that
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provides unparalleled visibility into low-level
Intel security mechanisms
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